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    NostrElixir

A complete Elixir wrapper for the nostr Rust library, built with Rustler for high performance.
Modular API Structure
NostrElixir is organized into logical modules for clarity and maintainability:
	NostrElixir.Keys   – Key management (generation, parsing, conversions)
	NostrElixir.Nip19  – NIP-19 encoding/decoding
	NostrElixir.Event  – Event creation, signing, verification, helpers
	NostrElixir.Filter – Filter creation and helpers
	NostrElixir.Nip02  – Contact list events (NIP-02)
	NostrElixir.Nip04  – Encrypted DMs (NIP-04)
	NostrElixir.Nip06  – HD wallet derivation (NIP-06)
	NostrElixir.Nip09  – Deletion events (NIP-09)
	NostrElixir.Nip10  – Threading and text note helpers (NIP-10)
	NostrElixir.Nip17  – Private DMs (kind 4 events)
	NostrElixir.Nip19  – NIP-19 encoding/decoding
	NostrElixir.Nip23  – Long-form content (NIP-23)
	NostrElixir.Nip44  – Encrypted DMs v2 (NIP-44)
	NostrElixir.Nip57  – Zaps (NIP-57)
	NostrElixir.Nip65  – Relay list metadata (NIP-65)
	NostrElixir.Mnemonic – Mnemonic generation and seed conversion (helpers for NIP-06)

The root NostrElixir module provides a facade for common operations, but direct use of submodules is recommended for clarity and maintainability.
Usage Examples
Key Management
alias NostrElixir.Keys

# Generate a new keypair
keys = Keys.generate_keypair()
# %{public_key: ..., secret_key: ..., npub: ..., nsec: ...}

# Parse a secret key
parsed = Keys.parse_keypair(keys.nsec)

# Convert keys
npub = Keys.public_key_to_bech32(parsed.public_key)
nsec = Keys.secret_key_to_bech32(parsed.secret_key)
NIP-19 Encoding/Decoding
alias NostrElixir.Nip19

npub = Nip19.encode("npub", "eec7245d6b7d2ccb30380bfbe2a3648cd7a942653f5aa340edcea1f283686619")
result = Nip19.decode_map(npub)
# %{data_type: "npub", data: ...}
NIP-04 Encrypted Direct Messages
alias NostrElixir.Nip04
alias NostrElixir.Keys

sender = Keys.generate_keypair()
receiver = Keys.generate_keypair()

ciphertext = Nip04.encrypt(sender.secret_key, receiver.public_key, "hello")
plaintext = Nip04.decrypt(receiver.secret_key, sender.public_key, ciphertext)
# "hello"
NIP-44 Encrypted Direct Messages v2
alias NostrElixir.Nip44
alias NostrElixir.Keys

sender = Keys.generate_keypair()
receiver = Keys.generate_keypair()

ciphertext = Nip44.encrypt(sender.secret_key, receiver.public_key, "hello")
plaintext = Nip44.decrypt(receiver.secret_key, sender.public_key, ciphertext)
# "hello"
Event Creation, Signing, and Verification
alias NostrElixir.{Keys, Event}

keys = Keys.generate_keypair()
event_json = Event.new(keys.public_key, "Hello, Nostr!", 1, [])
signed_event_json = Event.sign(event_json, keys.secret_key)
verified = Event.verify(signed_event_json) # true
Filter Creation and Helpers
alias NostrElixir.Filter

# Create a filter for fetching text notes (kind 1) by a user
filter_json = Filter.user_notes_filter("eec7245d6b7d2ccb30380bfbe2a3648cd7a942653f5aa340edcea1f283686619")
filter = Jason.decode!(filter_json)
# filter["authors"] == ["..."]

# Create a filter for fetching a user's follow list (kind 3)
follow_list_filter_json = Filter.user_follow_list_filter("eec7245d6b7d2ccb30380bfbe2a3648cd7a942653f5aa340edcea1f283686619")
follow_list_filter = Jason.decode!(follow_list_filter_json)
# follow_list_filter["kinds"] == [3]

# Hashtag search
filter_json = Filter.search_hashtag("nostr")
Backward Compatibility
The root NostrElixir module still provides delegates for the most common operations, so existing code will continue to work. However, for new code, it is recommended to use the submodules directly.
Features
	Key Management: Generate, parse, and convert keys
	NIP-19: Encode/decode bech32 addresses
	Event Management: Create, sign, verify, and serialize events
	Filter Management: Create filters for querying events
	Idiomatic, modular Elixir API
	High performance via Rust NIFs

Roadmap
	[ ] Async event signing support (if/when needed)
	[ ] Full event verification implementation (if nostr Rust API changes)
	[ ] Relay connection management
	[ ] Event subscription handling
	[ ] More convenience functions for common nostr operations

License
MIT


  

    
NostrElixir 
    



      
NostrElixir: Elixir wrapper for the nostr Rust library.
Modules
	NostrElixir.Keys   – Key management (generation, parsing, conversions)
	NostrElixir.Nip19  – NIP-19 encoding/decoding
	NostrElixir.Event  – Event creation, signing, verification, helpers
	NostrElixir.Filter – Filter creation and helpers
	NostrElixir.Nip04  – Encrypted DMs (NIP-04)
	NostrElixir.Nip44  – Encrypted DMs v2 (NIP-44)

See the documentation for each module for details and examples.
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Event creation, signing, verification, and helpers for NostrElixir.
Examples
iex> alias NostrElixir.{Keys, Event}
iex> keys = Keys.generate_keypair()
iex> event_json = Event.new(keys.public_key, "Hello, Nostr!", 1, [])
iex> signed_event_json = Event.sign(event_json, keys.secret_key)
iex> Event.verify(signed_event_json)
true
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Filter creation and helpers for NostrElixir.
Examples
iex> alias NostrElixir.Filter
iex> filter_json = Filter.user_notes_filter("eec7...619")
iex> filter = Jason.decode!(filter_json)
iex> filter["authors"]
["eec7...619"]
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        to_json(filter_json)

      


        Convert filter to JSON (identity function).



    


    
      
        user_follow_list_filter(pubkey)

      


        Create a filter for fetching a user's follow list (kind 3).



    


    
      
        user_notes_filter(pubkey)

      


        Create a filter for fetching text notes (kind 1) by a user.



    





      


      
        Types

        


  
    
      
    
    
      filter_json()



        
          
        

    

  


  

      

          @type filter_json() :: String.t()


      



  



  
    
      
    
    
      filter_spec()



        
          
        

    

  


  

      

          @type filter_spec() :: map()


      



  


        

      

      
        Functions

        


  
    
      
    
    
      filter_from_json_nif(json_string)



        
          
        

    

  


  

See NostrElixir.filter_from_json_nif/1.

  



  
    
      
    
    
      filter_new_nif(filter_spec)



        
          
        

    

  


  

See NostrElixir.filter_new_nif/1.

  



  
    
      
    
    
      filter_to_json_nif(filter_json)



        
          
        

    

  


  

See NostrElixir.filter_to_json_nif/1.

  



  
    
      
    
    
      from_json(json_string)



        
          
        

    

  


  

      

          @spec from_json(filter_json()) :: filter_json()


      


Parse filter from JSON (validates required fields).

  



  
    
      
    
    
      get_user_metadata(pubkey)



        
          
        

    

  


  

      

          @spec get_user_metadata(String.t()) :: filter_json()


      


Create a filter for getting user metadata.

  



  
    
      
    
    
      new(filter_spec)



        
          
        

    

  


  

      

          @spec new(filter_spec()) :: filter_json()


      


Create a filter from a specification (JSON string).

  



  
    
      
    
    
      recent_events()



        
          
        

    

  


  

      

          @spec recent_events() :: filter_json()


      


Create a filter for recent events.

  



  
    
      
    
    
      search_hashtag(hashtag)



        
          
        

    

  


  

      

          @spec search_hashtag(String.t()) :: filter_json()


      


Create a filter for hashtag search.

  



  
    
      
    
    
      to_json(filter_json)



        
          
        

    

  


  

      

          @spec to_json(filter_json()) :: filter_json()


      


Convert filter to JSON (identity function).

  



  
    
      
    
    
      user_follow_list_filter(pubkey)



        
          
        

    

  


  

      

          @spec user_follow_list_filter(String.t()) :: filter_json()


      


Create a filter for fetching a user's follow list (kind 3).

  



  
    
      
    
    
      user_notes_filter(pubkey)



        
          
        

    

  


  

      

          @spec user_notes_filter(String.t()) :: filter_json()


      


Create a filter for fetching text notes (kind 1) by a user.

  


        

      


  

    
NostrElixir.Keys 
    



      
Key management functions for NostrElixir.
Examples
iex> alias NostrElixir.Keys
iex> keys = Keys.generate_keypair()
iex> Keys.public_key_to_bech32(keys.public_key)
"npub..."

      


      
        Summary


  
    Types
  


    
      
        bech32_key()

      


    


    
      
        hex_key()

      


    


    
      
        keys_map()

      


    





  
    Functions
  


    
      
        generate_keypair()

      


        Generate a new keypair and return it in a convenient map format.



    


    
      
        generate_keys()

      


        Generate a new keypair (JSON string).



    


    
      
        get_public_key(keys_json)

      


        Extract public key from keys JSON.



    


    
      
        get_secret_key(keys_json)

      


        Extract secret key from keys JSON.



    


    
      
        keys_generate_nif()

      


        See NostrElixir.keys_generate_nif/0.



    


    
      
        keys_parse_nif(secret_key)

      


        See NostrElixir.keys_parse_nif/1.



    


    
      
        keys_public_key_bech32_nif(public_key)

      


        See NostrElixir.keys_public_key_bech32_nif/1.



    


    
      
        keys_public_key_nif(keys_json)

      


        See NostrElixir.keys_public_key_nif/1.



    


    
      
        keys_secret_key_bech32_nif(secret_key)

      


        See NostrElixir.keys_secret_key_bech32_nif/1.



    


    
      
        keys_secret_key_hex_nif(secret_key)

      


        See NostrElixir.keys_secret_key_hex_nif/1.



    


    
      
        keys_secret_key_nif(keys_json)

      


        See NostrElixir.keys_secret_key_nif/1.



    


    
      
        parse_keypair(secret_key)

      


        Parse a secret key and return it in a convenient map format.



    


    
      
        parse_keys(secret_key)

      


        Parse a secret key (hex or bech32) to JSON string.



    


    
      
        public_key_to_bech32(public_key)

      


        Convert hex public key to bech32 npub.



    


    
      
        secret_key_to_bech32(secret_key)

      


        Convert hex secret key to bech32 nsec.



    


    
      
        secret_key_to_hex(secret_key)

      


        Convert bech32 secret key to hex.



    





      


      
        Types

        


  
    
      
    
    
      bech32_key()



        
          
        

    

  


  

      

          @type bech32_key() :: String.t()


      



  



  
    
      
    
    
      hex_key()



        
          
        

    

  


  

      

          @type hex_key() :: String.t()


      



  



  
    
      
    
    
      keys_map()



        
          
        

    

  


  

      

          @type keys_map() :: %{
  public_key: String.t(),
  secret_key: String.t(),
  npub: String.t(),
  nsec: String.t()
}


      



  


        

      

      
        Functions

        


  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          @spec generate_keypair() :: keys_map()


      


Generate a new keypair and return it in a convenient map format.

  



  
    
      
    
    
      generate_keys()



        
          
        

    

  


  

      

          @spec generate_keys() :: String.t()


      


Generate a new keypair (JSON string).

  



  
    
      
    
    
      get_public_key(keys_json)



        
          
        

    

  


  

      

          @spec get_public_key(String.t()) :: String.t()


      


Extract public key from keys JSON.

  



  
    
      
    
    
      get_secret_key(keys_json)



        
          
        

    

  


  

      

          @spec get_secret_key(String.t()) :: String.t()


      


Extract secret key from keys JSON.

  



  
    
      
    
    
      keys_generate_nif()



        
          
        

    

  


  

See NostrElixir.keys_generate_nif/0.

  



  
    
      
    
    
      keys_parse_nif(secret_key)



        
          
        

    

  


  

See NostrElixir.keys_parse_nif/1.

  



  
    
      
    
    
      keys_public_key_bech32_nif(public_key)



        
          
        

    

  


  

See NostrElixir.keys_public_key_bech32_nif/1.

  



  
    
      
    
    
      keys_public_key_nif(keys_json)



        
          
        

    

  


  

See NostrElixir.keys_public_key_nif/1.

  



  
    
      
    
    
      keys_secret_key_bech32_nif(secret_key)



        
          
        

    

  


  

See NostrElixir.keys_secret_key_bech32_nif/1.

  



  
    
      
    
    
      keys_secret_key_hex_nif(secret_key)



        
          
        

    

  


  

See NostrElixir.keys_secret_key_hex_nif/1.

  



  
    
      
    
    
      keys_secret_key_nif(keys_json)



        
          
        

    

  


  

See NostrElixir.keys_secret_key_nif/1.

  



  
    
      
    
    
      parse_keypair(secret_key)



        
          
        

    

  


  

      

          @spec parse_keypair(hex_key() | bech32_key()) :: keys_map()


      


Parse a secret key and return it in a convenient map format.

  



  
    
      
    
    
      parse_keys(secret_key)



        
          
        

    

  


  

      

          @spec parse_keys(hex_key() | bech32_key()) :: String.t()


      


Parse a secret key (hex or bech32) to JSON string.

  



  
    
      
    
    
      public_key_to_bech32(public_key)



        
          
        

    

  


  

      

          @spec public_key_to_bech32(hex_key()) :: bech32_key()


      


Convert hex public key to bech32 npub.

  



  
    
      
    
    
      secret_key_to_bech32(secret_key)



        
          
        

    

  


  

      

          @spec secret_key_to_bech32(hex_key()) :: bech32_key()


      


Convert hex secret key to bech32 nsec.

  



  
    
      
    
    
      secret_key_to_hex(secret_key)



        
          
        

    

  


  

      

          @spec secret_key_to_hex(bech32_key()) :: hex_key()


      


Convert bech32 secret key to hex.

  


        

      


  

    
NostrElixir.Mnemonic 
    



      
BIP-39 Mnemonic utilities for Nostr (NIP-06 compatible).
This module provides functions to generate, validate, and use BIP-39 mnemonics.
It is the recommended entry point for mnemonic-related operations in Elixir.
Examples
iex> mnemonic = NostrElixir.Mnemonic.generate(12)
%NostrElixir.Mnemonic{phrase: phrase} = mnemonic
String.split(phrase) |> length() == 12

iex> NostrElixir.Mnemonic.valid?(mnemonic)
true

iex> NostrElixir.Mnemonic.valid?(NostrElixir.Mnemonic.from_phrase("not a real mnemonic"))
false

iex> NostrElixir.Mnemonic.to_seed(mnemonic)
<<_::512>>

iex> NostrElixir.Mnemonic.to_seed(mnemonic, "passphrase") |> byte_size()
64

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_phrase(phrase)

      


        Create a mnemonic struct from a phrase string.



    


    
      
        generate(word_count)

      


        Generate a new mnemonic with the given word count (12, 15, 18, 21, or 24).



    


    
      
        to_seed(mnemonic_or_phrase, passphrase \\ "")

      


        Convert a mnemonic to a binary seed. Optionally takes a passphrase.



    


    
      
        valid?(phrase)

      


        Check if a mnemonic is valid.



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %NostrElixir.Mnemonic{phrase: String.t()}


      



  


        

      

      
        Functions

        


  
    
      
    
    
      from_phrase(phrase)



        
          
        

    

  


  

Create a mnemonic struct from a phrase string.

  



  
    
      
    
    
      generate(word_count)



        
          
        

    

  


  

Generate a new mnemonic with the given word count (12, 15, 18, 21, or 24).

  



    

  
    
      
    
    
      to_seed(mnemonic_or_phrase, passphrase \\ "")



        
          
        

    

  


  

Convert a mnemonic to a binary seed. Optionally takes a passphrase.

  



  
    
      
    
    
      valid?(phrase)



        
          
        

    

  


  

Check if a mnemonic is valid.

  


        

      


  

    
NostrElixir.Nip02 
    



      
NIP-02: Follow List
Functions to create and extract follow list events (kind 3).
Examples
iex> follows = [
...>   {"npub1...", "wss://relay.example.com", "Alice"},
...>   {"npub2...", nil, nil}
...> ]
iex> pubkey = "79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798"
iex> event_json = NostrElixir.Nip02.create_follow_list_event(follows, pubkey)
iex> is_binary(event_json)
true
iex> NostrElixir.Nip02.extract_follows(event_json)
[
  {"npub1...", "wss://relay.example.com", "Alice"},
  {"npub2...", nil, nil}
]
The term 'contact' is used in some libraries, but the protocol and this module use 'follow' to match NIP-02.

      


      
        Summary


  
    Functions
  


    
      
        create_follow_list_event(follows, pubkey)

      


        Create a follow list event from a list of {pubkey, relay_url, alias} tuples and a public key.
Returns the event as a JSON string.



    


    
      
        extract_follows(event_json)

      


        Extract the follow list from an event JSON string.
Returns a list of {pubkey, relay_url, alias} tuples.



    


    
      
        pretty_print(list)

      


        Pretty-print a follow list (list of tuples or structs).



    


    
      
        struct_to_tuple(follow)

      


        Convert a %Follow{} struct to a {pubkey, relay_url, alias} tuple.



    


    
      
        tuple_to_struct(arg)

      


        Convert a {pubkey, relay_url, alias} tuple to a %Follow{} struct.



    


    
      
        valid_pubkey?(pk)

      


        Validate a public key (hex or bech32, 64+ chars).



    


    
      
        valid_relay_url?(url)

      


        Validate a relay URL (must start with ws:// or wss://).



    





      


      
        Functions

        


  
    
      
    
    
      create_follow_list_event(follows, pubkey)



        
          
        

    

  


  

      

          @spec create_follow_list_event(
  [{String.t(), String.t() | nil, String.t() | nil}],
  String.t()
) ::
  String.t()


      


Create a follow list event from a list of {pubkey, relay_url, alias} tuples and a public key.
Returns the event as a JSON string.

  



  
    
      
    
    
      extract_follows(event_json)



        
          
        

    

  


  

      

          @spec extract_follows(String.t()) :: [
  {String.t(), String.t() | nil, String.t() | nil}
]


      


Extract the follow list from an event JSON string.
Returns a list of {pubkey, relay_url, alias} tuples.

  



  
    
      
    
    
      pretty_print(list)



        
          
        

    

  


  

      

          @spec pretty_print(
  [NostrElixir.Nip02.Follow.t()]
  | [{String.t(), String.t() | nil, String.t() | nil}]
) ::
  String.t()


      


Pretty-print a follow list (list of tuples or structs).

  



  
    
      
    
    
      struct_to_tuple(follow)



        
          
        

    

  


  

      

          @spec struct_to_tuple(NostrElixir.Nip02.Follow.t()) ::
  {String.t(), String.t() | nil, String.t() | nil}


      


Convert a %Follow{} struct to a {pubkey, relay_url, alias} tuple.

  



  
    
      
    
    
      tuple_to_struct(arg)



        
          
        

    

  


  

      

          @spec tuple_to_struct({String.t(), String.t() | nil, String.t() | nil}) ::
  NostrElixir.Nip02.Follow.t()


      


Convert a {pubkey, relay_url, alias} tuple to a %Follow{} struct.

  



  
    
      
    
    
      valid_pubkey?(pk)



        
          
        

    

  


  

      

          @spec valid_pubkey?(String.t()) :: boolean()


      


Validate a public key (hex or bech32, 64+ chars).

  



  
    
      
    
    
      valid_relay_url?(url)



        
          
        

    

  


  

      

          @spec valid_relay_url?(String.t() | nil) :: boolean()


      


Validate a relay URL (must start with ws:// or wss://).

  


        

      


  

    
NostrElixir.Nip02.Follow 
    



      
Struct representing a follow entry for NIP-02 follow list.
	:pubkey - Public key (hex or bech32 string)
	:relay_url - Relay URL (string or nil)
	:alias - Alias (string or nil)


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %NostrElixir.Nip02.Follow{
  alias: String.t() | nil,
  pubkey: String.t(),
  relay_url: String.t() | nil
}


      



  


        

      


  

    
NostrElixir.Nip04 
    



      
NIP-04: Encrypted Direct Messages (AES-256-CBC)
This module provides functions to encrypt and decrypt messages using NIP-04.
Examples
iex> alias NostrElixir.Nip04
iex> sk = "...hex secret key..."
iex> pk = "...hex public key..."
iex> ciphertext = Nip04.encrypt(sk, pk, "hello!")
iex> is_binary(ciphertext)
true
iex> Nip04.decrypt(sk, pk, ciphertext)
"hello!"

      


      
        Summary


  
    Functions
  


    
      
        decrypt(secret_key, public_key, payload)

      


        Decrypt a NIP-04 message.



    


    
      
        encrypt(secret_key, public_key, content)

      


        Encrypt a message using NIP-04.



    





      


      
        Functions

        


  
    
      
    
    
      decrypt(secret_key, public_key, payload)



        
          
        

    

  


  

Decrypt a NIP-04 message.
Parameters
	secret_key - hex string of recipient's secret key
	public_key - hex string of sender's public key
	payload - base64-encoded payload string ("{ciphertext}?iv=..." format)

Returns
	plaintext message (string)


  



  
    
      
    
    
      encrypt(secret_key, public_key, content)



        
          
        

    

  


  

Encrypt a message using NIP-04.
Parameters
	secret_key - hex string of sender's secret key
	public_key - hex string of recipient's public key
	content - plaintext message

Returns
	base64-encoded payload string ("{ciphertext}?iv=..." format)


  


        

      


  

    
NostrElixir.Nip06 
    



      
NIP-06: HD Wallet Derivation for Nostr
This module provides functions for deriving keys from BIP-39 mnemonics and seeds as specified in NIP-06.
For mnemonic generation, validation, and seed conversion, use NostrElixir.Mnemonic.
Examples
iex> mnemonic = NostrElixir.Mnemonic.generate(12)
iex> seed = NostrElixir.Mnemonic.to_seed(mnemonic)
iex> NostrElixir.Nip06.derive_key(Base.encode16(seed, case: :lower), "m/44'/1237'/0'/0/0")
%{"public_key" => _pub, "secret_key" => _sec, "derivation_path" => "m/44'/1237'/0'/0/0"}

      


      
        Summary


  
    Functions
  


    
      
        derive_key(seed_hex, derivation_path)

      


        Derives a key from a seed (hex string) and derivation path.



    





      


      
        Functions

        


  
    
      
    
    
      derive_key(seed_hex, derivation_path)



        
          
        

    

  


  

Derives a key from a seed (hex string) and derivation path.
Parameters
	seed_hex - The seed as a hex string (use Base.encode16(seed, case: :lower))
	derivation_path - The BIP-32/44 derivation path (e.g., "m/44'/1237'/0'/0/0")

Returns
	%{"public_key" => pub, "secret_key" => sec, "derivation_path" => path}


  


        

      


  

    
NostrElixir.Nip09 
    



      
NIP-09: Event Deletion
This module provides helpers for creating event deletion events (kind 5) according to NIP-09.
Implementation note:
Tag construction is implemented in pure Elixir for full NIP-09 spec compliance. This ensures correct and predictable behavior for event deletion tags.

See: https://github.com/nostr-protocol/nips/blob/master/09.md
Examples
iex> keys = NostrElixir.Keys.generate_keypair()
iex> event_ids = ["event_id_1", "event_id_2"]
iex> reason = "Content was inappropriate"
iex> event_json = NostrElixir.Nip09.create_deletion_event(keys, event_ids, reason)
iex> NostrElixir.Event.verify(event_json)
true

      


      
        Summary


  
    Functions
  


    
      
        build_deletion_tags(event_ids)

      


        Build NIP-09 deletion tags from a list of event IDs.



    


    
      
        create_deletion_event(keys, event_ids, reason \\ nil)

      


        Create and sign an event deletion event (kind 5).



    


    
      
        extract_deletion(event_json)

      


        Extract deletion information from an event deletion event JSON.
Returns a %Deletion{} struct with the extracted data.



    


    
      
        pretty_print(event_json)

      


        Pretty-print an event deletion event (shows event IDs and reason).



    





      


      
        Functions

        


  
    
      
    
    
      build_deletion_tags(event_ids)



        
          
        

    

  


  

Build NIP-09 deletion tags from a list of event IDs.

  



    

  
    
      
    
    
      create_deletion_event(keys, event_ids, reason \\ nil)



        
          
        

    

  


  

Create and sign an event deletion event (kind 5).
Parameters
	keys - keypair map or JSON
	event_ids - list of event IDs to delete
	reason - (optional) reason for deletion

Examples
iex> keys = NostrElixir.Keys.generate_keypair()
iex> event_ids = ["abc123", "def456"]
iex> event_json = NostrElixir.Nip09.create_deletion_event(keys, event_ids)
iex> is_binary(event_json)
true

  



  
    
      
    
    
      extract_deletion(event_json)



        
          
        

    

  


  

Extract deletion information from an event deletion event JSON.
Returns a %Deletion{} struct with the extracted data.
Examples
iex> event_json = "{"kind": 5, "content": "Inappropriate content", "tags": [["e", "event_id_1"], ["e", "event_id_2"]]}"
iex> deletion = NostrElixir.Nip09.extract_deletion(event_json)
iex> deletion.event_ids
["event_id_1", "event_id_2"]
iex> deletion.reason
"Inappropriate content"

  



  
    
      
    
    
      pretty_print(event_json)



        
          
        

    

  


  

Pretty-print an event deletion event (shows event IDs and reason).

  


        

      


  

    
NostrElixir.Nip09.Deletion 
    



      
Struct representing a NIP-09 event deletion.

      




  

    
NostrElixir.Nip10 
    



      
NIP-10: Text Notes and Threads (Replies, Mentions)
This module provides helpers for creating text note events (kind 1) and threaded replies according to NIP-10.
Implementation note:
Tag construction is implemented in pure Elixir for full NIP-10 spec compliance. This is because the Rust nostr crate's tag logic is either not spec-compliant or is in flux (as observed in recent versions, where "p" tags are missing from replies). By building tags in Elixir, we ensure correct and predictable behavior, and make it easy to adapt to future spec changes.

See: https://github.com/nostr-protocol/nips/blob/master/10.md
Examples
iex> keys = NostrElixir.Keys.generate_keypair()
iex> event_json = NostrElixir.Nip10.create_text_note(keys, "Hello, Nostr!")
iex> NostrElixir.Event.verify(event_json)
true

iex> reply_json = NostrElixir.Nip10.create_reply(keys, "Replying!", event_json)
iex> NostrElixir.Event.verify(reply_json)
true

      


      
        Summary


  
    Functions
  


    
      
        build_reply_tags(reply_to, root, relay_url)

      


        Build NIP-10 tags for a reply event, given the reply-to and (optional) root event.



    


    
      
        create_reply(keys, content, reply_to_event_json, root_event_json \\ nil, relay_url \\ nil)

      


        Create and sign a text note reply event (kind 1) with proper NIP-10 tags.



    


    
      
        create_text_note(keys, content)

      


        Create and sign a text note event (kind 1).



    


    
      
        pretty_print(event_json)

      


        Pretty-print a text note event JSON (shows content and tags).



    





      


      
        Functions

        


  
    
      
    
    
      build_reply_tags(reply_to, root, relay_url)



        
          
        

    

  


  

Build NIP-10 tags for a reply event, given the reply-to and (optional) root event.

  



    

    

  
    
      
    
    
      create_reply(keys, content, reply_to_event_json, root_event_json \\ nil, relay_url \\ nil)



        
          
        

    

  


  

Create and sign a text note reply event (kind 1) with proper NIP-10 tags.
	keys: keypair map or JSON
	content: reply text
	reply_to_event_json: JSON of the event being replied to
	root_event_json: (optional) JSON of the thread root event
	relay_url: (optional) relay URL for tags

Examples
iex> keys = NostrElixir.Keys.generate_keypair()
iex> root_json = NostrElixir.Nip10.create_text_note(keys, "Root post")
iex> reply_json = NostrElixir.Nip10.create_reply(keys, "Reply!", root_json)
iex> is_binary(reply_json)
true

  



  
    
      
    
    
      create_text_note(keys, content)



        
          
        

    

  


  

Create and sign a text note event (kind 1).
Examples
iex> keys = NostrElixir.Keys.generate_keypair()
iex> event_json = NostrElixir.Nip10.create_text_note(keys, "Hello!")
iex> is_binary(event_json)
true

  



  
    
      
    
    
      pretty_print(event_json)



        
          
        

    

  


  

Pretty-print a text note event JSON (shows content and tags).

  


        

      


  

    
NostrElixir.Nip10.TextNote 
    



      
Struct representing a NIP-10 text note or reply.

      




  

    
NostrElixir.Nip17 
    



      
NIP-17: Private Direct Messages (encrypted DMs, kind 4 events)
Examples
iex> alias NostrElixir.Nip17
iex> secret_key = "..." # hex
iex> public_key = "..." # hex
iex> plaintext = "hello!"
iex> ciphertext = Nip17.encrypt_dm(secret_key, public_key, plaintext)
iex> decrypted = Nip17.decrypt_dm(secret_key, public_key, ciphertext)
iex> decrypted == plaintext
true

      


      
        Summary


  
    Functions
  


    
      
        decrypt_dm(secret_key, public_key, ciphertext)

      


        Decrypt a private direct message (NIP-17, kind 4 event).



    


    
      
        encrypt_dm(secret_key, public_key, plaintext)

      


        Encrypt a private direct message (NIP-17, kind 4 event).



    





      


      
        Functions

        


  
    
      
    
    
      decrypt_dm(secret_key, public_key, ciphertext)



        
          
        

    

  


  

Decrypt a private direct message (NIP-17, kind 4 event).

  



  
    
      
    
    
      encrypt_dm(secret_key, public_key, plaintext)



        
          
        

    

  


  

Encrypt a private direct message (NIP-17, kind 4 event).

  


        

      


  

    
NostrElixir.Nip19 
    



      
NIP-19 encoding and decoding functions for NostrElixir.
Examples
iex> alias NostrElixir.Nip19
iex> npub = Nip19.encode("npub", "eec7...619")
iex> Nip19.decode_map(npub)
%{data_type: "npub", data: _}

      


      
        Summary


  
    Types
  


    
      
        bech32()

      


    


    
      
        hex()

      


    


    
      
        nip19_result()

      


    





  
    Functions
  


    
      
        decode(bech32_string)

      


        Decode bech32 format to JSON string.



    


    
      
        decode_map(bech32_string)

      


        Decode NIP-19 bech32 format and return as a map.



    


    
      
        encode(type, data)

      


        Encode data to bech32 format (npub, nsec, note).



    


    
      
        nip19_decode_nif(bech32_string)

      


        See NostrElixir.nip19_decode_nif/1.



    


    
      
        nip19_encode_nif(type, data)

      


        See NostrElixir.nip19_encode_nif/2.



    





      


      
        Types

        


  
    
      
    
    
      bech32()



        
          
        

    

  


  

      

          @type bech32() :: String.t()


      



  



  
    
      
    
    
      hex()



        
          
        

    

  


  

      

          @type hex() :: String.t()


      



  



  
    
      
    
    
      nip19_result()



        
          
        

    

  


  

      

          @type nip19_result() :: %{data_type: String.t(), data: String.t()}


      



  


        

      

      
        Functions

        


  
    
      
    
    
      decode(bech32_string)



        
          
        

    

  


  

      

          @spec decode(bech32()) :: String.t()


      


Decode bech32 format to JSON string.

  



  
    
      
    
    
      decode_map(bech32_string)



        
          
        

    

  


  

      

          @spec decode_map(bech32()) :: nip19_result()


      


Decode NIP-19 bech32 format and return as a map.

  



  
    
      
    
    
      encode(type, data)



        
          
        

    

  


  

      

          @spec encode(String.t(), String.t()) :: bech32()


      


Encode data to bech32 format (npub, nsec, note).

  



  
    
      
    
    
      nip19_decode_nif(bech32_string)



        
          
        

    

  


  

See NostrElixir.nip19_decode_nif/1.

  



  
    
      
    
    
      nip19_encode_nif(type, data)



        
          
        

    

  


  

See NostrElixir.nip19_encode_nif/2.

  


        

      


  

    
NostrElixir.Nip23 
    



      
NIP-23: Long-form Content
This module provides helpers for creating long-form content events (kind 30023) according to NIP-23.
Implementation note:
Tag construction is implemented in pure Elixir for full NIP-23 spec compliance. This ensures correct and predictable behavior for all required and optional tags, and makes it easy to adapt to future spec changes.

See: https://github.com/nostr-protocol/nips/blob/master/23.md
Examples
iex> keys = NostrElixir.Keys.generate_keypair()
iex> opts = %{
...>   title: "My Article",
...>   summary: "A brief summary",
...>   image: "https://example.com/image.jpg",
...>   published_at: 1234567890
...> }
iex> content = "# My Article\n\nThis is the full article content in Markdown..."
iex> event_json = NostrElixir.Nip23.create_long_form(keys, content, opts)
iex> NostrElixir.Event.verify(event_json)
true

      


      
        Summary


  
    Functions
  


    
      
        build_long_form_tags(opts)

      


        Build NIP-23 tags from options map.



    


    
      
        create_long_form(keys, content, opts \\ %{})

      


        Create and sign a long-form content event (kind 30023).



    


    
      
        extract_metadata(event_json)

      


        Extract metadata from a long-form content event JSON.
Returns a %LongForm{} struct with the extracted data.



    


    
      
        pretty_print(event_json)

      


        Pretty-print a long-form content event (shows title, summary, and content preview).



    





      


      
        Functions

        


  
    
      
    
    
      build_long_form_tags(opts)



        
          
        

    

  


  

Build NIP-23 tags from options map.

  



    

  
    
      
    
    
      create_long_form(keys, content, opts \\ %{})



        
          
        

    

  


  

Create and sign a long-form content event (kind 30023).
Options
	:title - (required) The article title
	:summary - (optional) A brief summary of the article
	:image - (optional) URL to a cover image
	:published_at - (optional) Unix timestamp when the article was published
	:hashtags - (optional) List of hashtags (without the # symbol)
	:canonical - (optional) Canonical URL for the article
	:lang - (optional) Language code (e.g., "en", "es")

Examples
iex> keys = NostrElixir.Keys.generate_keypair()
iex> opts = %{title: "My Article"}
iex> content = "# My Article\n\nContent here..."
iex> event_json = NostrElixir.Nip23.create_long_form(keys, content, opts)
iex> is_binary(event_json)
true

  



  
    
      
    
    
      extract_metadata(event_json)



        
          
        

    

  


  

Extract metadata from a long-form content event JSON.
Returns a %LongForm{} struct with the extracted data.
Examples
iex> event_json = "{"kind": 30023, "content": "# Title\nContent", "tags": [["title", "Title"]]}"
iex> metadata = NostrElixir.Nip23.extract_metadata(event_json)
iex> metadata.title
"Title"

  



  
    
      
    
    
      pretty_print(event_json)



        
          
        

    

  


  

Pretty-print a long-form content event (shows title, summary, and content preview).

  


        

      


  

    
NostrElixir.Nip23.LongForm 
    



      
Struct representing a NIP-23 long-form content event.

      




  

    
NostrElixir.Nip44 
    



      
NIP-44: Encrypted DMs v2 (ChaCha20, HKDF, HMAC, base64)
This module provides functions to encrypt and decrypt messages using NIP-44 (v2).
Examples
iex> alias NostrElixir.Nip44
iex> sk = "...hex secret key..."
iex> pk = "...hex public key..."
iex> ciphertext = Nip44.encrypt(sk, pk, "hello!")
iex> is_binary(ciphertext)
true
iex> Nip44.decrypt(sk, pk, ciphertext)
"hello!"

      


      
        Summary


  
    Functions
  


    
      
        decrypt(secret_key, public_key, payload)

      


        Decrypt a NIP-44 (v2) message.



    


    
      
        encrypt(secret_key, public_key, content)

      


        Encrypt a message using NIP-44 (v2).



    





      


      
        Functions

        


  
    
      
    
    
      decrypt(secret_key, public_key, payload)



        
          
        

    

  


  

Decrypt a NIP-44 (v2) message.
Parameters
	secret_key - hex string of recipient's secret key
	public_key - hex string of sender's public key
	payload - base64-encoded ciphertext

Returns
	plaintext message (string)


  



  
    
      
    
    
      encrypt(secret_key, public_key, content)



        
          
        

    

  


  

Encrypt a message using NIP-44 (v2).
Parameters
	secret_key - hex string of sender's secret key
	public_key - hex string of recipient's public key
	content - plaintext message

Returns
	base64-encoded ciphertext (string)


  


        

      


  

    
NostrElixir.Nip57 
    



      
NIP-57: Lightning Zaps (public, private, anonymous zap requests and decryption)
Examples
iex> alias NostrElixir.Nip57
iex> data = Nip57.ZapRequestData.new(
...>   public_key: "npub...",
...>   relays: ["wss://relay.damus.io"],
...>   message: "Thanks!",
...>   amount: 1000
...> )
iex> keys = ... # JSON-encoded NostrElixir.Keys
iex> event_json = Nip57.private_zap_request(data, keys)
iex> event = Jason.decode!(event_json)
...
iex> decrypted = Nip57.decrypt_sent_private_zap_message(secret_key, public_key, event_json)
...

      


      
        Summary


  
    Functions
  


    
      
        anonymous_zap_request(data)

      


        Create an anonymous zap request event (returns JSON string).



    


    
      
        decrypt_received_private_zap_message(secret_key, event_json)

      


        Decrypt a received private zap message (returns decrypted event JSON).



    


    
      
        decrypt_sent_private_zap_message(secret_key, public_key, event_json)

      


        Decrypt a sent private zap message (returns decrypted event JSON).



    


    
      
        private_zap_request(data, secret_key_hex)

      


        Create a private zap request event (returns JSON string).



    





      


      
        Functions

        


  
    
      
    
    
      anonymous_zap_request(data)



        
          
        

    

  


  

Create an anonymous zap request event (returns JSON string).

  



  
    
      
    
    
      decrypt_received_private_zap_message(secret_key, event_json)



        
          
        

    

  


  

Decrypt a received private zap message (returns decrypted event JSON).

  



  
    
      
    
    
      decrypt_sent_private_zap_message(secret_key, public_key, event_json)



        
          
        

    

  


  

Decrypt a sent private zap message (returns decrypted event JSON).

  



  
    
      
    
    
      private_zap_request(data, secret_key_hex)



        
          
        

    

  


  

Create a private zap request event (returns JSON string).

  


        

      


  

    
NostrElixir.Nip57.ZapRequestData 
    



      
Struct for NIP-57 Zap Request Data.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Build a new ZapRequestData struct.



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %NostrElixir.Nip57.ZapRequestData{
  amount: integer() | nil,
  event_coordinate: String.t() | nil,
  event_id: String.t() | nil,
  lnurl: String.t() | nil,
  message: String.t(),
  public_key: String.t(),
  relays: [String.t()]
}


      



  


        

      

      
        Functions

        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

Build a new ZapRequestData struct.

  


        

      


  

    
NostrElixir.Nip65 
    



      
NIP-65: Relay List Metadata
This module provides functions to create and extract relay list metadata events as specified in NIP-65.
Examples
iex> relays = [
...>   {"wss://relay1.example.com", "read"},
...>   {"wss://relay2.example.com", "write"},
...>   {"wss://relay3.example.com", nil}
...> ]
iex> pubkey = "79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798"
iex> event_json = NostrElixir.Nip65.create_relay_list_event(relays, pubkey)
iex> is_binary(event_json)
true
iex> NostrElixir.Nip65.extract_relay_list(event_json)
[
  {"wss://relay1.example.com", "read"},
  {"wss://relay2.example.com", "write"},
  {"wss://relay3.example.com", nil}
]
The relay list is a list of {relay_url, metadata} tuples, where metadata is either "read", "write", or nil.
The public key must be a 64-character hex string.

      


      
        Summary


  
    Functions
  


    
      
        create_relay_list_event(relays, pubkey)

      


        Create a relay list event from a list of {relay_url, metadata} tuples and a public key.



    


    
      
        extract_relay_list(event_json)

      


        Extract the relay list from an event JSON string.



    


    
      
        pretty_print(list)

      


        Pretty-print a relay list (list of tuples or structs).



    


    
      
        struct_to_tuple(relay)

      


        Convert a %Relay{} struct to a {url, metadata} tuple.



    


    
      
        tuple_to_struct(arg)

      


        Convert a {url, metadata} tuple to a %Relay{} struct.



    


    
      
        valid_metadata?(meta)

      


        Validate relay metadata (must be "read", "write", or nil).
Returns true if valid, false otherwise.



    


    
      
        valid_relay_url?(url)

      


        Validate a relay URL (must start with ws:// or wss://).
Returns true if valid, false otherwise.



    





      


      
        Functions

        


  
    
      
    
    
      create_relay_list_event(relays, pubkey)



        
          
        

    

  


  

      

          @spec create_relay_list_event([{String.t(), String.t() | nil}], String.t()) ::
  String.t()


      


Create a relay list event from a list of {relay_url, metadata} tuples and a public key.
	relays: List of {relay_url, metadata} tuples. metadata can be "read", "write", or nil.
	pubkey: 64-character hex string public key.

Returns the event as a JSON string.
Example
iex> relays = [{"wss://relay.example.com", "read"}]
iex> pubkey = "79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798"
iex> event_json = NostrElixir.Nip65.create_relay_list_event(relays, pubkey)
iex> is_binary(event_json)
true

  



  
    
      
    
    
      extract_relay_list(event_json)



        
          
        

    

  


  

      

          @spec extract_relay_list(String.t()) :: [{String.t(), String.t() | nil}]


      


Extract the relay list from an event JSON string.
Returns a list of {relay_url, metadata} tuples.
Example
iex> event_json = NostrElixir.Nip65.create_relay_list_event([
...>   {"wss://relay.example.com", "read"}
...> ], "79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798")
iex> NostrElixir.Nip65.extract_relay_list(event_json)
[{"wss://relay.example.com", "read"}]

  



  
    
      
    
    
      pretty_print(list)



        
          
        

    

  


  

      

          @spec pretty_print([NostrElixir.Nip65.Relay.t()] | [{String.t(), String.t() | nil}]) ::
  String.t()


      


Pretty-print a relay list (list of tuples or structs).

  



  
    
      
    
    
      struct_to_tuple(relay)



        
          
        

    

  


  

      

          @spec struct_to_tuple(NostrElixir.Nip65.Relay.t()) :: {String.t(), String.t() | nil}


      


Convert a %Relay{} struct to a {url, metadata} tuple.

  



  
    
      
    
    
      tuple_to_struct(arg)



        
          
        

    

  


  

      

          @spec tuple_to_struct({String.t(), String.t() | nil}) :: NostrElixir.Nip65.Relay.t()


      


Convert a {url, metadata} tuple to a %Relay{} struct.

  



  
    
      
    
    
      valid_metadata?(meta)



        
          
        

    

  


  

      

          @spec valid_metadata?(String.t() | nil) :: boolean()


      


Validate relay metadata (must be "read", "write", or nil).
Returns true if valid, false otherwise.

  



  
    
      
    
    
      valid_relay_url?(url)



        
          
        

    

  


  

      

          @spec valid_relay_url?(String.t()) :: boolean()


      


Validate a relay URL (must start with ws:// or wss://).
Returns true if valid, false otherwise.

  


        

      


  

    
NostrElixir.Nip65.Relay 
    



      
Struct representing a relay entry for NIP-65 relay list.
	:url - Relay URL (string)
	:metadata - "read", "write", or nil


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %NostrElixir.Nip65.Relay{metadata: String.t() | nil, url: String.t()}


      



  


        

      


  OEBPS/dist/epub-4WIP524F.js
(()=>{var s=document.querySelector.bind(document),o=document.querySelectorAll.bind(document);function r(e){document.readyState!=="loading"?e():document.addEventListener("DOMContentLoaded",e)}var l="hll";window.addEventListener("exdoc:loaded",t);function t(){o("[data-group-id]").forEach(e=>{e.addEventListener("mouseenter",i),e.addEventListener("mouseleave",i)})}function i(e){let n=e.currentTarget,a=e.type==="mouseenter",c=n.getAttribute("data-group-id");n.parentElement.querySelectorAll(`[data-group-id="${c}"]`).forEach(u=>{u.classList.toggle(l,a)})}r(()=>{t()});})();




